Nowadays, the computing and communication services are accessed while on the move. Setting up of fixed access points and backbone infrastructure is not always viable. So in order to provide communication where there is lack of infrastructure or inconvenience in using the existing infrastructure, Mobile Adhoc Networks (MANETs) are used. This inherent flexibility allows MANETs to be used for a wide range of applications such as rescue operations, military applications, vehicular communication, and business meetings. As there is no apriori trust relationship between the nodes of an ad hoc network and basic network functions like packet forwarding and routing are performed by the available nodes, security is an essential component in MANETs. Various attacks in MANETs are blackhole attack, byzantine attack, resource consumption attack, rushing attack, and wormhole attack. Wormhole attack is a severe threat among the other threats in MANET. Existing solutions to detect wormhole attacks include Packet Leashes, SECTOR, DelPHI, RTT-TC, TTM, etc. These solutions require special hardware or strict synchronized clocks or cause message overhead. Some solutions do not locate the wormhole, and some other may generate false alarms or does not consider network congestion into account. In this paper, wormhole attack detection is proposed based on RTT between successive nodes and congestion detection mechanism. If the RTT between two successive nodes is higher than the threshold value, a wormhole attack is suspected. If a wormhole is suspected, node's transitory buffer is probed to determine whether the long delay between the nodes is due to wormhole or not, as delays can be caused due to congestion or by queuing delays. The proposed method prevents both the hidden and the exposed attack. Advantage of our proposed solution is that it does not require any specialized hardware or synchronized clocks.
I. INTRODUCTION
With the proliferation of cheaper, smaller, and more powerful mobile devices, mobile ad hoc networks (MANETs) have become one of the fastest growing areas of research. This new type of self-organizing network combines wireless communication with a high degree of node mobility. Due to numerous constraints such as lack of infrastructure, dynamic topology and lack of preestablished trust relationships between nodes, most of the envisioned routing protocols for ad hoc networks are vulnerable to a number of disruptive attacks. In this paper, we focus on the so-called wormhole attack which is known to be particularly challenging to defend against and has been causing a potential damage to a wide range of ad hoc routing protocols.
A. MANETs
The absence of infrastructure and the consequent absence of authorization facilities in MANETs impede the usual practice of establishing a line of defense, separating nodes into trusted and non-trusted. Since there is no prior security classification, all nodes need to cooperate in network operations. Additionally in MANETs a node can join or leave the network at any time and without notice. Therefore it may be difficult in many cases to have a clear view of the adhoc network membership. In such an environment, there is no guarantee that a path between two nodes would be free of malicious nodes or not. The mechanisms currently incorporated in MANET routing protocols cannot cope with disruptions due to malicious behavior.
B. Wormhole Attack
Wormhole attack is a type of attack in which attackers work in collusion and create a tunnel called wormhole tunnel. The colluders silently record packets at one location and tunnel them to another location in the network. If the attack is done using encapsulation called the exposed attack, the path appears to be shorter. If the attack is done using an out of band channel, the transmission becomes faster and is called the hidden attack. The hidden wormhole attack is shown in Fig. 1 . As a result, the malicious path will be selected as the optimal path during the route discovery process and subsequently packets routed through that path can be modified, dropped, or sniffed to cause DoS attacks. from Congested Traffic using RTT Contributions in the paper are as follows:  Differentiates wormholes from congested traffic  Pinpoints the location of wormhole  Detects both hidden and exposed attack  Simulation of the proposed system  Reduces the rate of false alarms Rest of the paper is organized as follows: Section II discusses the various existing methods for detecting the wormholes. Section III gives the motivation for the detection of wormhole attack. Section IV explains our proposed system. Section V gives the simulation results. Section VI concludes the paper.
II. RELATED WORKS
Several approaches have been developed to detect wormhole attacks in Mobile Adhoc Networks. In this section the detection mechanisms shown in Fig. 2 are discussed.
A. Based on special hardware
Yih-Chun Hu et al. in [1] presented geographical and temporal leashes for detecting wormholes. A geographical leash requires each node to know its own location and all nodes to have loosely time synchronized clocks. The nodes need to securely exchange location information. A sender node can then ensure that the receiver is within a certain distance and detect discrepancies therein. With temporal leashes, all nodes must have tightly synchronized clocks. The receiver will compare the receiving time with the sending time attached with the packet. It can determine if the packet has travelled too far in too little time and detects the wormhole attack. For the construction of geographical leash, each node must know its own location which requires the need for a Global Positioning system and for temporal leash all nodes must have tightly synchronized clocks. Special hardware is needed to achieve stringent time synchronization between the nodes which makes the setup complex and costly. This approach considers the processing and queuing delays to be negligible and does not take congestion into account.
In [2] , directional antennas based on the zone of the arriving signal were proposed to detect wormhole attacks. If a node uses a specific zone of its antenna to communicate with its neighbors, this neighbor should reply using the opposite zone. This method is based on the co-operation between nodes in sharing directional information. This method requires no location information or clock synchronization but requires special hardware with each node and suffers from antennas directional errors.
B. Based on RTT
In [3] , sender node detects wormhole attack by finding delays of different paths to the receiver. Hop count and delay information of disjoint paths are collected and delay per hop value is computed to serve as an indicator from Congested Traffic using RTT [4] detect wormhole attacks during route setup procedure by computing the transmission time between every two successive nodes along the established path. Wormhole is identified based on transmission time between two fake neighbors that is within the radio ranges of each other. Wormhole attacks interfere in the route setup before they cause any damage. TTM requires no special hardware. But as only delays are measured, two legitimate neighbors suffering link congestion is not taken into account and thus suffers from high false alarm rate.
The mechanism developed in [5] called RTT-TC is based on the topological comparison and round trip time measurements (RTT-TC). In this method, a wormhole attack is suspected using RTT measurements and genuine neighbors are excluded from the suspected list using topological comparison. In this method, a Neighbor List includes two segments: Trusted (TRST) and Suspected (SUS). Two nodes suspect a wormhole tunnel between them if the RTT between them is more than 3 times of their current RTT avg . If there is a wormhole tunnel, those two node's NodeID is inserted to their respective SUS lists. Wormhole detection method is triggered when a source node finds non empty SUS list. A node sends request packets to all nodes in the SUS part of its Neighbor List. In response, the recipients reply back with its TRST list to the source, which is later compared with the TRST list of the source to detect whether a link is attacked by the wormhole. This method has higher detection rate and does not need any clock synchronization but has high message overhead.
C. Based on challenge/ response mechanism
Another method in [6] uses a challenge-response system to minimize all possible delays without CPU involvement. Using a distance bounding algorithm, it calculates the distance between two neighbors by sending a one bit challenge and determines if the calculated distance is within maximum possible transmission range. Since they calculate the upper bound on the distance within one hop, they cannot provide solution to exposed wormhole attack problem. This method requires a special hardware that can respond to one bit challenge without delay. Table I summarizes the existing solutions for wormhole attack.
III. MOTIVATION
As seen in Sections II.A, II.B, and II.C many of the existing solutions require special hardware or strict synchronized clocks or can cause message overhead. From Table I , it is evident that some solutions do not locate the wormhole attack, generates false alarms, or does not take network congestion into account. Also, some methods detect only one type of wormhole attack. If only RTT between nodes is considered, it may generate false alarms since RTT can increase due to congestion or queuing delays. So a congestion detection mechanism is needed to detect whether the increase in RTT is due to wormhole or congestion. These factors motivated us to propose an efficient detection mechanism for the wormhole attacks.
IV. PROPOSED SYSTEM
In this section, the proposed wormhole detection mechanism is discussed in detail. Our proposed system does not require any synchronized clocks or special hardware to detect the wormhole attacks but makes use of its local clock to calculate the RTT between successive nodes on the established path. In the proposed scheme, AODV routing protocol [7, 8, 9 ] is considered. The proposed method detects wormhole attacks before it causes any harm to the network since wormhole detection is done just after the route setup procedure. destination node, it will re-broadcast the packet and add itself to the path to create a reverse route. Otherwise, a RREP (Route Reply) packet is sent to the source node. The destination node receiving multiple RREPs will respond only to the first RREQ received.
A. AODV Routing Protocol

B. Modified RREP packet
In our proposed system, a wormhole attack is suspected between two nodes if the RTT between those nodes is greater than or equal to the threshold value. The source node is responsible for calculating the RTT between all the successive nodes in the path established during the route setup procedure. In order to calculate the RTT difference, all the intermediate nodes have to send their RTT values to the source. For this, the RREP packet is modified to carry two additional fields <length> and <type-specific data> forming MRREP (Modified RREP) packet as shown in Fig. 5 . 
C. RTT calculation of each intermediate node
RTT of each node is calculated as the time between a RREQ packet is sent and the corresponding MRREP packet received. In our proposed system, every node ‗X' maintains a local clock and records the time when it broadcast the RREQ packet (T RREQ (X)). When the node receives the MRREP it saves the time of receiving the reply (T MRREP (X)). It then calculates the RTT as in (2) . (2) where RTT(X) is the RTT of node X. Fig. 7 represents the timeline diagram of each node sending RREQ and receiving the MRREP for a normal path. In Fig. 7 , S is the source and D is the destination. B, 
E.1. Suspicion of a wormhole by RTT
In our proposed mechanism for wormhole detection, a wormhole attack is suspected if the RTT value between two successive nodes in the path established during the route setup procedure shows considerable difference than between other nodes. The source node is responsible for calculating the RTT between all the successive nodes in the path established. The intermediate nodes embed their RTT value in the <type specific data> field of the MRREP packet. When MRREP reaches the source node, it calculates the RTT difference. If the RTT values between successive nodes are almost similar, there will be no wormhole and the path established by the routing algorithm is used for sending and receiving packets. Otherwise a wormhole is suspected if the RTT value between two nodes is greater than or equal to the threshold value.
There are two types of wormhole attacks: Hidden attack and Exposed attack. In a hidden attack, there is an out of band high bandwidth channel between the wormhole nodes. The malicious nodes hide that they forward packets. In a hidden attack, the malicious nodes would be located near the sender and the receiver. So the sender and the receiver appear to be immediate neighbors. In an exposed attack, the wormhole nodes are not hidden but there will be a number of nodes in between these malicious nodes through which packet will be encapsulated and sent. In this type of attack, the malicious nodes appear to be neighbors.
E.1.1 Hidden Attack
In a hidden attack, there is a high speed link between the wormhole nodes. The existence of these nodes is not known to other nodes since they hide that they forward packets. Since they are hidden, two fake neighbors appearing to be real neighbors will have a higher RTT than the RTT between true neighbors. Fig. 8 shows the timeline diagram of sending RREQ and receiving RREP through a path under hidden wormhole attack.
In Fig. 8 Here it can be seen that RTT value between A and P is considerably greater than that between other nodes.
E.1.2. Exposed Attack
In an exposed attack, wormhole nodes are not hidden and other nodes know about their existence. But there will be a number of nodes in between these wormhole nodes through which packet will be encapsulated and sent. Thus these wormhole nodes appear to be neighbors and the RTT between these nodes will be higher. Fig. 9 shows the timeline diagram of sending RREQ and receiving MRREP through a path under exposed wormhole attack. In Fig. 9 , S is the source, D is the destination. 
E.2. Determining the reason for longer delay
A wormhole is suspected if the RTT between two nodes is considerably greater than the RTT between the other nodes in the established path. But RTT can increase due to longer delays caused by congestion or queuing delays and may not always be caused by a wormhole. Therefore a mechanism is needed to detect whether the long delays caused is due to congestion or queuing delays. This mechanism detects congestion at a node level by calculating queue status value and finding congestion status.
Whenever a wormhole is suspected, node's transitory buffer is probed to determine whether the longer delay is due to congestion or wormhole. For congestion detection [10] , we assume that each node in the network maintains a buffer of size buffer_size. For constructing buffer we use the base design of Random Early Detection. The MinTh (Minimum Threshold) and MaxTh (Maximum Threshold) of each buffer is given in (4) . Each node maintains a variable called Trans_B (Transitory Buffer) which gives the number of packets currently in its buffer. Trans_B is incremented each time a packet arrives and decremented each time a packet leaves. We assume that the malicious node will update the value of Trans_B correctly and will not change the correct value. 
E.3. Locating the wormhole by probing Transitory Buffer
Let HHR (Hop with Highest RTT) be the hop at which RTT difference is greater than or equal to the threshold value. {q, p} indicates p is the type of packet and q is a field of p. Algorithm 1. Pseudo-code for detecting and locating the wormhole
Step 1: Start
Step 2: Source sends a TBREQ packet along the established path
Step 3: : Each node receiving a TBREQ packet 3.a. Generates a TBREP packet containing its Trans_B, copies {hop count, TBREQ} to {Node Number, TBREP} and send it to source. To determine whether the longer delay is due to wormhole or congestion, source node compares Trans_B of the TBREP packet with <node number> field set as HHR with the MaxTh value. Packet formats of TBREQ and TBREP packets are shown in Fig. 10 and Fig. 11 . For comparing the Trans_B, source node sends a TBREQ packet along the established path with source IP, destination IP and Hop count. Established path is the path through which RREQ packet was sent and MRREP packet was received.
Each node receiving a TBREQ packet sends a TBREP packet containing their Trans_B to the source. TBREP packet copies the <hop count> field in TBREQ packet to its <node number> field. Then the node increments <hop Count> field of TBREQ packet and forward it along the established path. When a TBREP packet reaches the source node, the Trans_B of the packet whose <node number> field is equal to HHR is compared with the MaxTh value. i.e. if the RTT difference in the second hop is greater than or equal to the threshold value, Trans_B embedded in the TBREP packet with <node number> field set as 2 is compared with the MaxTh value. If Trans_B < MaxTh, suspected link is a wormhole. Otherwise, no wormhole exists and the higher RTT is due to congestion. Let ‗A' be the source ID of the TBREP packet having node number HHR and B be the source ID of the TBREP packet having node number (HHR-1) , and if Trans_B< MaxTh a wormhole is detected between ‗A' and ‗B' and nodes ‗A' and ‗B' are the wormhole nodes. Fig. 12 shows the flowchart of the proposed system. Our method of detecting wormhole attacks takes place just after the route setup procedure. During the route setup procedure, MRREP carries the RTT of each node in the established path. When MRREP packet reaches the source node, it calculates the RTT between all successive nodes in the established path. If the RTT between two successive nodes (RTT diff ) is greater than or equal to the threshold value, a wormhole is suspected between those links and node's transitory buffer is probed to determine whether congestion exists since longer delays causing higher RTT may be due to congestion in the network. Otherwise, no wormhole is detected. For congestion detection, the source node sends a TBREQ packet along the established path. All the nodes receiving TBREQ packet will send a TBREP packet containing their Trans_B to the source. The source node compares the Trans_B of the packet whose <node number> field is equal to HHR with the MaxTh value. If Trans_B < MaxTh, suspected link is a wormhole. Otherwise, wormhole does not exist and the higher RTT is due to congestion.
V. PERFORMANCE EVALUATION
A. Simulation Setup
Performance of the proposed system is evaluated using NS2 Simulator [11] . The routing protocol used for simulation is AODV. In the simulation, 50 nodes including the wormhole nodes are deployed randomly in a square area of 1200m X 1200m. The nodes may be disconnected at times during network operation due to mobility. The simulation parameters are shown in Table  II . Maximum buffer size of each node is set as 64. In the simulation experiment, three different scenarios are considered: normal scenario, wormhole attack scenario and congestion scenario.
B. Determining the threshold value
In our proposed system, a wormhole attack is suspected if the RTT between two successive nodes in the path established during the route setup is greater than or equal to the threshold value. RTT between two successive nodes is found out by calculating the RTT of each node and subtracting the RTT values. In the simulation experiment, an exposed wormhole attack is implemented by creating a tunnel between the wormhole nodes using encapsulation. The effect of background traffic is not considered while determining the threshold from Congested Traffic using RTT 
C. Normal Scenario
In the normal scenario, a source and a destination pair is selected randomly. RTT of each node and RTT difference between successive nodes (RTT diff ) are calculated .There is no significant variation in the RTT values as shown in Fig. 15 . The highest RTT difference (RTT high ) between two successive nodes is compared with the threshold. RTT high .is found to be less than the threshold, hence no wormhole.
D. Attack Scenario
In the attack scenario, two wormhole nodes are introduced in the path between the source and the destination. These nodes create a tunnel in between them using encapsulation. As in the normal scenario, RTT of each node and the RTT difference is calculated. Due to space limitations, only the result for tunnel length 4 is shown in Fig. 16 . Similarly the experiments are conducted for tunnel length 2, 6, 8, 10 and 12. As seen from Fig. 16 , the RTT difference at hop 5 is greater than the threshold value and so a wormhole is suspected between 5 th and the 4 th node from the source.
E. Congestion Scenario
In the congestion scenario, background traffic is generated by a random generator. Fig. 18 represents the results when path length= 7, with light and heavy background traffic. It is evident from the figure that RTT difference between most of the successive nodes is greater than the threshold value. Hence a wormhole is suspected. As in the wormhole scenario, the source node probes Trans_B in order to confirm the cause of high RTT. Trans_B of the node with <node number>field equal to the hop with the highest RTT is highlighted in Fig. 19 . The value of Trans_B in Fig. 19 indicates the presence of congestion and hence the wormhole is not present in the path. 
VI. CONCLUSIONS
In this paper, various existing methods for the detection of wormhole attacks have been analyzed. Existing methods mostly depend on specialized hardware, strict synchronized clocks, or a special hardware to respond to one bit challenge. Some methods do not detect both types of wormhole (hidden and exposed attack) and results in high false alarms. Our proposed method combines RTT and congestion detection mechanism to detect the wormhole attacks. This method does not require any specialized hardware or synchronized clocks, but pinpoints the location of wormhole. Using NS2, we have simulated normal, wormhole, and congestion scenarios. Using NS2 our proposed system is compared
